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ManageEngine NetFlow Analyzer DX E—1METF web URERIETH ,
FBASHEY NetFlow ZUBHRITRANRNREDHT. B©34F NetFlow,
Netstream. cflowd. J-Flow, sFlow. IPFIX ¥,

Bt Flow MiYAEBIRENRA R MEDIES RIS ARAER. BT
{58, NetFlow Analyzer ST BRUBLLRIFITE(EFIRSES | EAERERD , LR
FIRHER. [ZMERAIREAE TERAH , SRS U,

NetFlow Analyzer fIIHAE

1. REDH
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—, RRTE
1. BNRFEFK
> 2.4GHz, Pentium 4 4bHE2g
> 4GB fF
> 50 GB #£
> HUEFE PostgreSQL ( AE ) MSSSQL
» Windows #[ Linux
2. THZEG (MHAMEIEEFERT Windows T4 64 it )
Windows :
https://www.manageengine.cn/products/netflow/download.html
TEFEAkE | BT FEEINY | ARERLEERENES , B 5e
NetFlow T AYZLEE,

Linux :

https://www.manageengine.cn/products/netflow/download.html
> T BIN X, 1{T88<: chmod
a+x ManageEngine_NetFlowAnalyzer 64bit.bin 1&3 {4
PR
> WITE<S: ./<ManageEngine_ NetFlowAnalyzer 64bit.bin ( 4l
RiTEEFFRmEBINLES<S -console )
> RBRLENRTHITRER

3. hRZAEEE : NetFlow Analyzer AT EPREEEZFRA , AB=F1]
%
> TRERR
> DTIUhR

> EiaEs g
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am Windows

326 641
644z

6447

H#X

i

Destination Folder
Select a folder where the application will be installed

Destination Folder

REERIERIZ

ManageEngine NetFlow Analyzer

Click Next to install in this folder.

C:\ManageEngine\DpManager

i ]

> EFmROS (— 2 web ipEligOS ,

To install in a different folder, click Browse and select another folder.

—/NBRIs
I Em

You can choose not to install ManageE ngine NetFlow Analyzer by clicking Cancel to exit
the Installation Wizard

Browse...

rimES )

Cancel

el
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ManageEngine NetFlow Analyzer X I
Port Selection Panel ,——-\
Enter the Web Server and MetFlow Listener port M E

MNetFlow Analpzer uses B060 as the default web server port and 9996 as the default port to
lizten for NetFlow packets. If you want to run it on a different port pleaze specify the same here

WebServer ]
NetFlow 9396 L

B oo

> IEERAS BT POSTGRESQL IR MSSQL HURE.

ManageEngine NetFlow Analyzer X |
Select the backend database for NetFlow Analyzer ﬂ
NetFlow Analyzer supports SOL Server version 2008 and above M E

Click nest ta continue

(® POSTGRESOL [Bundied with the Product
(C)mMssaL

ca Carc
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Bzl NetFlow Analyzer

NetFlow Analyzer RJLAUBIE SN F=M75=E5

Y5 Windows :

1. REEWFED : WEREE LAY NetFlow Analyzer EltriE6) ;
2. BRS3/EED : $JFF windows RIBRSS | FERRSSIRF$XE] “ManageEngine
OpManager "BRSS , FTHEBMHAT "Ba" ;

L RBE = O X
XHHE BMEA BBV EEH)
& @ Ec:= HE »enp
 BRS5 (A1) © RE(A)

ManageEngine OpManager BFR b & BR”

& lechost lech.. IFfE.. Bi

EILUARSS &) Lenovo Hotkey Client Loader FE. Bi

SIS &) Lenovo Microphone Mute .. Bi

&) Lenovo Platform Service iEE. Bi

A ‘£ Lenovo PM Service FE. Bi

Network Monitoring Software ik LenovoDRS B8 FE. Bi

&) LenovoPc ManagerService BEf8.. IFfE.. Bi

{,;): LeWindowService LeWi.. IEff.. Bi

&) Link-Layer Topology Discovery Mapper BlER... Fx

i€ Local Session Manager EE. I[FE. Bi

1£). ManageEngine Desktop Central - Agent Adm... Bi

e Ty e BN T DSk Top CeTTrat="ReTToteconot viam

'+ 1 ManageEngine OpManager

LI VICATee Activation Service iR R

£ McAfee AP Service McA.. IFfE.. Bi

£} McAfee Application Installer Cleanup (020709154329... Bx

&) McAfee CSP Service McA.. IFfE. Bi

&), McAfee Firewall Core Service Prowi... E =
&% McAfee Module Core Service McA.. IEfE.. HBi“

< >

3. #HAZ NetFlow Analyzer BILZEIRE R , A bin 343 , X run.bat
B & BT a SIRRFIET run.bat , EEHINTTMEEETRED
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¥ Windows PowerShell — O X

$1 resolveEnti
xists, hence it is ski

SERVER_HOME: D:\netflow12200\0 ager\bin\\..

:\netflow12200\0pM rer\bin\\.. \jre\bin\ j

—Duser.
D:\netflow
sCmdProm

WRKAFE=MAREE , ZeaSEONRFHEIRT | (IRIZE O
KiAakEBPEER ctrl+c SkPETHEIE , BBA NetFlow Analyzer £BE1XF.

¥J9- Linux :

<NetFlow Home>/bin BX , JAG#4T run.sh &

=)=t bt N

WebService CREATED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

NCMTFTPRAService STARTED
NCMTFTPServic STARTED
MafServ STARTED
StatusP STARTED
Discovery: i STARTED
5 STARTED
STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

STARTED

Server started in :: [487168 ms]

localhost:
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=. X NetFlow Analyzer
NetFlow Analyzer BTLAES U R AR

1. AFZRZIEET NetFlow Analyzer BIEIFR , 7E38 HAGIETR A%

|\Zj n

Sart Jerwice

E1op Service

I:IP o II' l!b I:DU.'ISO\].E

Startup Optioms

Hida Tray Iocon

|olslel:

m oL 240
AR O pypes®

b

2. #1FF windows REGEHIARSSFIZR | KiF) NFA BIBRSS ;

HX

BRS5(ARith) ‘ RS (71m)

ManageEngine OpManager BfR
£ Lenovo Platform Service
(1L LkRRSS £, Lenovo PM Service
EERILES £ LenovoDRS
& LenovoPcManagerService
b £ LeWindowService
Network Monitoring Software £ Link-Layer Topology Discovery Mapper
£ Local Session Manager
£): ManageEngine Desktop Central - Agent
£ ManageEngine Desktop Central - Remate Control
E ManageEngine OpManager
& McAfee Activation Service
£l McAfee AP Service

£ McAfee CSP Service

& McAfee Firewall Core Service
£ McAfee Module Core Service
£ McAfee PEF Service

£ McAfee Service Controller

S McAfee Validation Trust Protection Service
<

I3F Linux &4t :

<NetFlow Home>/bin B , 7AlG#117 shutdown.sh 34

Net...
McA...
McA...

,'_‘. McAfee Application Installer Cleanup (0207091543291014)

McA...
Prowi...
McA...
McA...
Man...

Prowi...

IEfE...
IEfE...
IEFE...
IEFE...
IEfE...

IEE...

IE7E...
IEfE...
IEfE...
1EFE...
IEFE...

IEFE..
IEFE...

=5
43
&z
=5
=5
=5
Fi
&7
=5
Tz
B3
Fz
=5
&7
=5
Fi
&=
=5
a5
Tz
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. 53 NetFlow Analyzer
FEiEasEREBPEILISEEFinE R NetFlow Analyzer, NetFlow
Analyzer &7F B/S ZEtaFF & , FRLASZRFET WEB SUmAYAR , ATLARFEILL

FIFENEGES , fEMEA=rhE

http://server:port

3ki5518) NetFlow Analyzer 9% Fim , EpiEEE$AY “server” 215 NetFlow
Analyzer FiaIiRS58580 DNS BFRakE IP il , in AR ELEANIEF
BLERY web iR , tb75i% NetFlow Analyzer BRS328#9 DNS Z#R0Y
nfaserver , IP #btit49 192.168.1.12 , web i#{FEHARYE 8080 , BRAE(TAT
LA i3ia]

http://nfaserver:8080

BE

http://192.168.1.12:8080

i518) NetFlow Analyzer (9 Fim, =72 , ANERAFTE NetFlow Analyzer
AR5388 i8] NetFlow Analyzer (9% % |, BILAERR:

http://localhost:8080

KBt TIAE.,
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http://server:port
http://nfaserver:8080/
http://192.168.1.12:8080/
http://localhost:8080/
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h., REEOSH flow S

1. wmAiRE
> Web fRSSimA : 80
> NFABSIFI®O : 9996
> AILIESENX
TR RHiRE---BRGIRGENEE
HiF T
ErgsE p=s:) BEE HEHL SR Ie REST BEEE BRXIE IPEHE
HAREE sseia
bR EeE FEE | RE0
BEREsEeE 80 5
HIERSSEEE /
S
g EEEEREs

SSHiZE
RINEE

2. yfuEcEIRERIE flow :
> FohEiRBLEE
> {8 Network Configuration Manager

o FEIRFLEE @ (LHREIH)
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ip netstream export host 192.168.0.96 9996

ip netstream export source interface inside

ip netstream sampler fix-packet 100 inbound
ip netstream sampler fix-packet 100 outbound
ip netstream timeout active 1

ip netstream timeout inactive 15

ip netstream export version 9

ip netstream expart v9-template rate 60
ip netstream template timeout 1

MFE—MEQ:
interface Ethernet1/0/12
ip netstream inbound

® {§H Network Configuration Manager Ec&

_ Hﬁﬁ%Network Configuration Manager

IR RIFAFEIE EREO SitiFlow

EﬁﬁNetwork Configraton ManagerfJiF4b

TFEE‘LQ%J:EAJ)\HPV
o FREMIFRIEERSER
< XHEOFHTHERS
« BERIIERIRERE
« BERCIEITRIEC BN

3. S5 flow FEIAIERR
> [aJfi— : S Flow &/ , NetFlow Analyer Fi88 BE0RE
BERYIRE
IRE B ECE S AL

2) BoXIEFERTAY UDP 9996 imM

ManageEngine)
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BRRAVTTIE
1) BEMBIER (Wireshark ) itEEEALAZIE Flow &
2) t&E Windows BXiE , Linux A9 iptables B9i% &
3) Flow t&ARERET ARSI 60 70
4) HEERE LM Flow HIHEEDS
5 REEKARAIEIATE 60 7
> [\ A SNMEO, BAL T ED
AENRE : IRBLEA EARE Flow it
BRRATTTIE

1) BEMEIR (Wireshark ) {EE AR LURITEIBRMECRY Flow
2

2) #E Windows BikiE , Linux B9 iptables fiR &

3) HEINBIIXIE
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N ERRERIRPERRERES
RESH flow f§ , EARBRFIUBEATES :

L. SIFrERERIER

IRERERER

R

KERHUEREE. pREFnA e
R FEFOHNYHET

QoSHET

iR BRFNSIEHHT
ASHiE

MFEREER

EORERR

BRE, e, MEEnaictER
Rz FEFIRHET
1DSCPFITOSHIQOSHET

B, BE. SiEHHT - PISERE NS
« FIEEFIDNS

SNMP/FNF NBAE, CBQoS

HiEiRE

IR - i, RTT, BEKL

AVC

QoSTHERER

HrERER

HiEE, e NAEneickEs
SERAIRL FERIHMY

DSCP QoSiftE

iR, BRIt0=IA

WLCREER

- IEHIZERNERE, FREMEA
- REHDARS (AP)

- F Hins

+  DSCP QoSiiE

=tz e =dil=3]
SERAEO RN - EFiRIPESSIDREFmRERES
Devices (14) Interfaces (15) Groups (15) Apps (159) QoS (32)
Router Name IP Address Type Interface Count Flow Count
»  Data AVC -IPFIXNBAR/HTTP Host 3.3.3.12 68367
» DataCenter-IPV4 ASA 3.3.38 i 82441
» DataCenterAVC-ART Flow 3.3.3.20 271916
»  DataCenterMAINS-IPv4 ASA 33.3.1 = 68268
» DataCenterMAINS-IPv6 ASA 3.3.3.10 e 82443
i »  DataCenterMAINSVIBASIC 3335 68310
» DataCenterNewV9-Multicast 3.3.3.14 o]
»  DataCenterV9-IPV4 3331 683599
» DatacenterV9-IPvé 3332 683371
» DataCenterV9-Medianet 3.3.3. 681630
»  DataCenterV9-Multicast 3.3.3.6 683062
DataCenterV9-NBAR/CBQoS 3334 2 683458

2. BRERENER
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E= it o Fl BE S
® 192..4168.1.3.96 [ f B ) ¢

WE B0 WA F B QoS =iF  ASilE Mg
REE — - IR paREE) -

® 192.168.0.96

3. EORERIEE

=

© Ifindex1

WA & B8t QoS £jF NBARCBQoS S AW AVC Iih

° 9.437 Kbps 9.416 Kbps

1000000 bps
1000000 bps
Others
Fii 1
MEAR/CBQ0S Unknown A S
] e
1% 1%
TLAKI TR S ME
Q Ifindex1 LD
L4 B Bfih QoS £iF NBARCBQoS i MER AVC IEh
b - ® BE R RS 1 v XM @E v 0000~ ®
1555 F
O\'Lf/ os%m _ ) . . it 95% @ I ) — &l
ou
H
a% £it WK & Eas) iR 9SERA
T
4291M8 10,079 Kbps 498.933bps 9.38 Kbps 10.02 Kbps
e B 4275MB 9.954 Kbps 9.345 Kbps 1695 Kbps 9.922Kbps m
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o OO Y -

B REm OME F BB QS £ NBARCBQoS ZEE BHWm AVC Kih

Jvi:] =] ~ O E’E Eam ogm - @ A wHB O »

©® PRM App

® IPENCAP_App

® GGP_App

® PUP_App

® IGP_App

® EGP_App

@ ST App

©® CBT App

@ ARGUS App

@ BBN-RCC-MON_App

t. SHEHER
1. 2EER :
> GZERREDSHT
> RAGEIFRAF D EAR
> SHESEREEFI TSR
2. DENAI :
> IR
> O
> Ip
3. DHRYERZER
> EENEERE—RESKip A
> VLAN RE—En4E
> BEEPRE—p oA
> RISEEET—NASE

N, BE
1. RESE (EEETT)
> 15 pigaEEIEE! flow &
> 5 3HAIZAE snmp ML
2. FHETE (BYKRERE  IFEEERTESE)
> BT :iptel. ip g, wOFMMCEE. A, DSCP
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O
® A EOA je=m}
v EIERERIPE (IEH0EE)
] o4

> SBR FIPE RE BE 88

R e EVEE
© ® S
HEER
FlF= =BE HE e 8
[ R Pl 2O v praciz-3
#

2k E i

H=BK =11 = =z

S8 - FEE., WE. TR
>

SEE BB FBIS. A& snmp BB
h. FEHEHE

1. EcEFEERE
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1R EEE % CEREUE

- 24NEIEORRER . ENHEE - FRERIEE

s - - 24\ ERIROER
| SRARREES + SRR . EENEEVEREE
- MR - RIFE. UK. GBI AVC . sAEE

SRS - THHRER
- iRERENY

> [FIREEE | NERHSSEIEINE— MR EME R SRS
> CREYE | FES TN ATISIECR.

2. AT R EIEMICEREGE

sreE = fart = e T= MBS mEEE AR pEE
Bos o
FERE
e R samE —shE NEAR/CBQOS =
HigE
EEREE
NBAR/CBQoS [RIGEIE Eapad
I .
S (AT p—
VFalER

REERRAEERE BRI AR =
WLC HFaEE

= R

BRI TAIEEE CiscoASA(192.168.0.1)
TaTiERE

AR =
WAASIZE
LR R ER R TR BRI TES

3. NetFlow Analyzer g%
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ZFEIRE
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1) XERER : BRI E—BERAARIREERRERH

LB, MY, FEH. IPEER

HEREARIRE, HRIREFREE.

BEREHENEEERRE

IPANSGERERR

Eﬁﬂfﬂ‘lﬂ%ﬂiﬁﬁm ?EEE

1T, Ay LSt

X E—IREHIAERS AR THER

{5 =)
EEEE RESH mEEE
A =VAN
Tiep
BEN i)
;
iR
HatRE
WE RFDE:
IPECE PEIEEHR:
e
BERRE
TREEEE
Tl BT
BEiRE
WAASIUEENR
WAASIgEDIFE

R HEAkRE NeE

e 1 5 15

e =0 IPE feime|

HHT 10 &FIFA=E

2) &rEiRE | THREEAEOE P BRIFTERERH
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HERR: s
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IPEECR
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ERiRE
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pdud : https://www.manageengine.cn/products/netflow/help/index.html

E&kiEN: http://demo.netflowanalyzer.com

FARSZIHBAE : mes@zohocorp.com.cn

FEiE : 4006608680
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