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RRRE

1. RNARFEK
> 2.80 GHz, 64-bit (x64) Xeon® 4 IRSEEiFEIAKBIE LSS
> 4 GB RAM
> 50 GB i@f=s/g)
2. TEHERES (#EFER Windows64 (R4 )
TR

https://www.manageengine.cn/products/firewall/download.ht

ml

3. REIXELE
Windows :
1) ERTRRRERE

Destination Folder /’\\_‘\
Select a folder where the appication will be mstalled M E )

Click Next to install in this folder.
Toinstallin a diferent folder, click Browse and select another folder,

You can choose not to install ManageEngne Firew/all by clicking Cancel to exit the
Instalation Wizard

Destination Foldet
C:\ManageE nane\OpManager Browse... |

Irstallstield

2) &EimOS (B Web fR55888%1ROS),
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HanageEngine FireTall E

Paort Selection Panel —
Enter the web Sener port M E )

Firgha all uzes BO60 az the default web server pot. IF yols want bo i it ona diferent pon
pleage specily the same here

‘WebServer IEDEﬂ

| rstallchield

< Back New> | Concel |
3) EIREUEE, JLUSERIZFT-mAER PostgreSQL #iEZE |, 2iE

EINEHRIRER SQL Server HUREE.

Select the backend database for Fwe'wWall ,--—-"-';:1\
Firewall zupports S0L Server verzsion 2008 and above M E )

Click nest to contirue

 |POSTGARES L (Bundied wih the Froduct]
" MssoL

| restallshield

¢Bsck [ New> |  Cancel |
4) LETRH. RbeiREBFREINZT M. BEREIEEERS
B , T2BEANFE 5 D,
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BansgeEngine Fire¥Tall

InstallShield Wizard Complete
ﬂ

ME

The InztaliShield Wizard has successhily installed
tdanageEngine Firew'all. Click Frish to exit the wizand,

Firg'all vall start row once wou click finish.

Technical support: fwanalyzersupporti@managesngine. com

< Back Finizh I Cance|

Linux :
1) ERmSHITIATERE
chmod a+x ManageEngine_FirewallAnalyzer_64bit.bin
2) FUTLAT BB TR (NRLBERRE , BEa</amNL-
-console)
./ ManageEngine_FirewallAnalyzer_64bit .bin

3) BRESRR , T PRk
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[B&}] Firewall Analyzer
BB AR Z—E50

1. REERSH : WiERHE LY Firewall Analyzer EFREzh ;

Start Service
Stop Service
Open Web Conzole

Startup Options *

Hide Tray Icon

aE. . (
_

2. BRS3/3EN : $17F windows BIBRSS | TEIRSSPIFRPIKE
ManageEngine Opmanager RS , 3 FEBYH ST ‘B

CLDCOM Server Process Launcher wo,.. BEEh Bih FHFRH
(€1 Desktop Hindow Nanager Session Manager 2 2E Bih FHER
(CLIHCE Client A... BEsh B TIIES
{C4Disgnostic Policy Service W BBt BHGE .. THES
4 Disgnostic Service Host .. Fzh EHET
(G4 Tiagnostic System Host [ Fih FHFRR
£ Disk Defragenter .. Fih TS
G4 Distributed Link Tracking Clieat @, 28 B3 FHFRR
E3Distributed Transaction Coordinater ... DEih BIhGL.. FSES
CLINE Client ws,.. 2EEh Bih Zedic
) Enerypting File System (EFS) = Fih TR
{0} Extensible Authentication Protocol a Fih TR
i€} Function Discovery Provider Host FDP Fif MRS
i Function Discovery Resowrce Publicstion b3 Fih RS
G4 Google Chrome Elawation Service Fih FTHFRR
Ehtoogle BEIARS (update) .- BEhGL... FERH
ChGoogle EFIARFE (eupdaton) o Fih FHFSR
3 Group Bolicy Client #... 28 B EFR
(G Mealth Key and Certificate Managenent A Fih FHFS
() Hunan Interface Device Access 8 Fih FHES
CLIEE and muthIP IFsec Keying Nodules IKE :

3 Tnteractive Services Detection a

{0} Internet Connection Sharing (ICS) A

LR Helper 1#

1 1Psec Policy Agent
5hEteRa for Distributed Tranzaction Coordinater
) Link-Layer Topology Discovery Mepper

ChManageEngine Applications Manager

ne |

‘CiManageEngine Opflanager Central
£ ManageEngine ServiceDesk Flus
'{_‘LMJ erozoft NET Framework NGEN w2 0. SO0TZT_XB4
(C4Microsoft . WET Framework WGEN v2.0,S0T27_I88

ChMicrosoft Fibre Chanmel Platform Registration Service

3. BHAZ Firewall Analyzer (ILZERER , HA bin 3X4E , WiE

run.bat 8y & BT Ap SRR AHEST run.bat :
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*‘_if 21, 2818 2:43:38 ]HiF com.adventnet.persistence.ConfigurationParsertl resl

oluveEntity
: C:ManageEngine “OpManager~hinnullsconf
: it iz skipped

Availability Module
Client
postgres
SEHD
TFTP

C:sManageEngine“OpHanagersbi

Java: C:sManageEnginesOpManagershin®Ms. o SJreshinsjava

=20

JAVA_OPTS:  —dmsblZ2m —dnxlBZ24m —RBa:PepmSize=128mn —x8:HaxPermntize=25b6m —Ka:+Hea
t0fMemor « =Deatalina.home="C:“HanageEngine “0pManager
.“gine\ﬂphanager\hinhﬂ LU -Djava.util. logging.conf i

WMRKAE=MAXEE , ZmSEONFEEEIRTS , MRZEOWN
KiAakEBFPEER ctrl+c SkPETEIE , BBA Firewall Analyzer £BzhxA.
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e mmem e mmeemmm —mmmaan
ChInternet Cormection Sharing (ICS)
.f_!f':IP Helper

‘ZhIPsec Folicy Agent

.f;'le(tmlim for Distributed Transaction Coordinator

ChLink-Layar Topology Discovery Mapper
‘ChManageEngine Applications Wanager

geEngine Opflanager
‘EhManageEngine OpManager Central
ChMansgeFngine ServiceDesk Flus
ShMicrosoft (KET Framework HGEW +2.0.
ChMicrozsft  WET Framework HGEN 2.0,
.s’ilicrosofi Fibre Charmel Flatform Re
.i'f;licrosoft 15C5T Initiater Service

-,‘:;.‘-"iCYO'EDEl Software Shadew Copy Frow
Ehlultimedia Clazs Scheduler
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=GR ET LIS FinE S Firewall Analyzer, Firewall
Analyzer £F B/S 2847k , FTLASZHREET WEB TRERYIAR , FrLARRFEILL
FIFFNSESS | et chigN

http://server:port

508 Firewall Analyzer B9 Fim , EhiEE+AY ‘server’ 2i5 Firewall
Analyzer FiaIiRS58580 DNS BFRakE IP il , in AR ELEANIEF
BLERY web ## , Eb753 Firewall Analyzer fRS388A9 DNS ZHR0Y
fwaserver , IP #iit4 192.168.1.12 , web i#[{EAAYE 8060 , BRAFAITAT
LA i3ia]

http://fwaserver:8060

BE

http://192.168.1.12:8060

518 Firewall Analyzer B9 Fim, 22, WMIERAFE Firewall Analyzer R
4228 Fifjia) Firewall Analyzer B2 i |, BTLAEFR:

http://localhost:8060

KBt TIAE.,
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B XIED M UDP i (BRIA 1514)LAEIK syslog. 24 Firewall
Analyzer NZIREIREHIA B RS THSHEN MRS BaRINEIS IR
iBEY, A Bz mE  BRERE LEE syslog fit. Firewall
Analyzer 323589 syslog FIBECEATVANT :

BRI XIE :

https://www.manageengine.cn/products/firewall/help/configure-

firewall/configure-firewall.html

BeENIEIRSS RS -
https://www.manageengine.cn/products/firewall/help/configure-proxy-

server/configure-proxy-server.html

1. RURSE
PR T 2R FERYRBIF BB IR EERE Y |, ER LB
Firewall Analyzer Sk H&@<. BIEEBAT :
1) REFRE--->R_ERM--->FNprXE
2) EEFHIZE ip thlit---> %R w8--- > %Y ( ssh 8§

telnet )

Firewall Analyzer — wenm, wasta s Qe QBT O s | <

IR
/P

EnableiZfg

3) WNSRIEEMHAEF /Y Cisco ASA 5 Cisco PIX , NI NERESE |
RIERERE. B8, BB, B, BRAFRE. BRERNE

A<,
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%, "SARBEXH TEERSANAEEHAFIER , LRSARE
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1) RERE--->RESAREXHE

Firewall Analyzer O wusem, wmr2x O w0 O KBS O wows 4 QA

Y — ~ =
BAigE &7 DK 0 / 3
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n APER B oA & EEE @ B m R
B ssHigm ED sssnis B aevsx B e
L mwem R el E ons W fgEn
O v & iwe ® TtmiE 2%
. RESTAPI O smeaR ¥ aua

2 e

@ wmian M EEES
- Hits
W e

2) mESANHE

Tel: 400 660 8680 Http://www.manageengine.cn 12/20



5 (JERD BARGIRA ] m |

SAHE
o MEH  EEIH

MHGR: ftHmERT16B, )

v ERRERT / BLASER
TEREREIEE XIS

B BEUEEEmERE O

Tel: 400 660 8680 Http://www.manageengine.cn 13/20



5 (JERD BARGIRA ] m |

£ ST
1. FRERK

Bkt Hras AT EMEANELT , B AT IRAIFKIESEAEHI—
FFUIP hhb, LEARISARIRE. BRI TR (LAN)FRILT
BEL IP stuhl | ERTLURBIFIX S ESRIM SRR RYBEEMRE B M

RELARRINE LN BRISASEEE RIRENEMAISER -
1) 55&12%--- > ﬁfﬁlilﬁﬂélm--- > 55&@3%%’512%

Firewall Analyze Oruemm smmuz Qe Om=Oma= 0] 4 Q A §

IR

-
2) B "EEMBIRE" HEEESKREN , AFEIREIRE
Intranet, BAEFEENFIHIBINXE | BEEREBE AT PIXIE
BeE (Intranet)E FAM4EEL IP SEEIEL IP bk,
2. &0 syslog Ysifim
1) BEXIESHTEEHEY syslog ARSSEEHIZRIAMIF SR/ 1514,
NERPTXIEE S SHAXEROZ— |, WAIREET
REH) syslog fRSSEE,

SyslogfRFE

SyslogHssss ETD ST
5
I HikSyslogBIAIRR A TSR SR SRk,

SyslogBSsE L u] #E e Live syslog Viewer

SIS P P =

2) 10 syslog fR5528
=G eyl IEE7ganl
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1. #REFRAVEE

. SCRHRER

. MERE

o PNNERIERERR
« Web FREREE
. HMHERRIENRER
- FTP (FRIEREE
« Telnet (FRBERIRE
o ERREIRRR
. EMHEZERE

. VPNiIRE

o FEXIEHINIRER

o AIf/HILRE

« Intranet ig%

. Internet i3

. TEHRER
- mERE
o NEEIRE
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. EHEBERE
. EIRRE
. VPN #&#iRE
. URL9O¥ERFE
. PIXIETEEEIRE
2. FREDHRE
o REIRFAETRBBNINAZINRE  BrrelERE
o UMWABHET , EMNHHT I1’EHJ‘|@%DHEI1’EHT|E] R

Firewall Analyzer L fQ A D
EEVEE IR wERE AP =1
SEE Pk :
FiE
T - Bk FRITDNS e AT - i FEHTDNS
iR Q ~rry =P
SRR B
WebiERIRE % g,
R 3 E .
FIPERERES - i
TelnetSANERIES - -
BB RS N ) . - 3 _ - -
FHETEE , 'y s, i %,
VPNIEE ]
e B e 4
n | | AT I <0 ] n [ ]
0 @ %@ REOFBME) % REFH E=) & %@ {BREOFTME) % ERTT
17221213021 520 006 131914.4 839 104504 11697 137 s047.78 3248
10.45.0.4 11697 1.37 795243 533 192.225.88.132 39343 462 261595 939

3. tMXERBRRE
o ETMEREAIMY , BrmEaIERER
o NHHT , ENHHT , 2IEHHT , TIEREFIET(FRaRED

BEYEE BXIEEE EIEE APIIFIE) i)
oxe IR :
e -
Top Protocol Groups - Sent BRHTONS o Top Protocol Groups - Received BEHDNS
] Q A o
ERIEE
.
& B
WebiEFIBRIRE - :.
RS i g
B [
FIPERERER & &
Telnet{EFATFRESR
LRI RE
Eirmmess
VPNiEZ
EEERNEE Protocol Group Protocol Group
W Vo I Unassigned Il Mail Bl Database Applications [l Mame Service M Wobs I Unassigned [l Name Service Il Databsase Appications. Il Mai
Protocol Group  Hits % Hits Bytes Sent(MB) % Bytes Sent Protocol Group  Hits % Hits Bytes Rovd % Bytes Rovd
(mB)
Web 805858 85.48 143426.45 96.1
Web 805858 85.48 24239.38 87.03
Unassigned 55791 592 5666.32 s
Unassigned 55791 5.92 3519.72 12.64
e B
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WJuk : https://www.manageengine.cn/products/firewall/help/index.html
E&kiEs http://demo.fwanalyzer.com
FARSZFF: mes@zohocorp.com.cn

EBiE : 4006608680
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